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1. Introduction

It was not until spring 2004 I first heard about a piece of free software that was able to do
exactly what I needed. I was living in Tanzania with an unreliable phone line and prohibitive
phone tariffs. As soon as I managed to get Internet access, I started to call abroad using a
well known proprietary telephony software but I soon felt frustrated because it did not give
me the flexibility I needed. What I really wanted was to use my Internet access in Tanzania
to be able to place phone calls via my own office in Sweden and be able to offer that voice
connection to others.

The idea of using the Internet as an alternative to the telephone network was not new, but the
software that made it possible certainly was “revolutionary”. The piece of software that could
convert any computer to a telephone exchange was called “Asterisk.” It did not take me much
time to realise that that piece of free software was able to do far more that I could ever
imagine and opened an unimaginable world of opportunities for communities in both the
developed and developing world. The feeling was much like my very first connection to the the
World Wide Web in 1994.

No doubt, the experience of learning how to set up Asterisk was painful and although some
very good books are now available, I have not seen any document that introduces some basic
concepts to common human beings in an intuitive manner. This “primer” is an attempt to
introduce you to those essentials of IP telephony and give you some concrete examples of the
potential use in developing regions. As the goal was to create a short but not necessarily
simplistic document, a big part of this effort has been to be as pedagogical as possible.

Be patient. Your persistence is the key for selflearning.

Before describing how you can build your own telephony system, we introduce the essentials of
telephony over the Internet (Sections 2 and 3). Take the time to read through these sections —
in the long run, understanding the basic concepts is far more important than installing the
software.

For those who want to put theory into practice, the two following sections cover how to build
a PBX including assembling the hardware (Section 4) and installing the software (Section 5).

Instead of listing all possible commands and endless configuration options, we have selected
three practical scenarios as basic examples. Remember that the goal is to get you started. The
three scenarios are:

+  Private telephony in a rural community (Section 6)
«  Connecting the local telephone network to the PSTN (Section 7)
+ Interconnecting two remote communities (Section 8)

1. Asterisk is an open source project based on ideas of the “Zapata Telephony Project” .
http://www.asteriskdocs.org/modules/tinycontent /index.php?id=10
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Finally, we conclude with a list of useful references and pointers to resources to learn more
(Section 9) .

2. The magic potion

Three magic elements will enable you to deploy a flexible and selfimanaged telephony
infrastructure: VoIP, open standards and free and open source software.

2.1 VolP

A general definition of Voice over IP (also known as IP telephony) is the possibility of carrying
telephone conversations as IP packets. When we talk about VoIP, we refer to Internet
telephony in the broad sense. We are not referring to any of the concrete mechanisms
available to carry voice signals over the Internet. Dozens of technical alternatives allow such
conversations to take place. VoIP alternatives can easily be divided into two main groups:
closed-proprietary and open systems. In the first group we find the very popular Skype and the
legendary Cisco's Skinny (SCCP).? Among the second group we find open standards based on
SIP,? H.323" and IAX2.°

The H.323, a protocol developed by the ITU, was initially the most popular protocol because
it was widely used in the core backbones of the largest carriers. SIP has increased its
popularity as VoIP has moved to the "local loop."® Lately we have seen another newcomer,
TAX, which is heavily based on community development, has learned from the past, and seems
to be able to address many of the limitations of its predecessors. Although IAX is not an
official standard protocol (RFC),” it is enormously respected by the community and has all the
prerequisites to become a defacto replacement of SIP.

One of the key issues with all traditional VoIP protocols is the wasted bandwidth used for
packet headers. This problem becomes more important in developing regions where access to
international bandwidth is highly limited and the costs for Internet access are at least 100
times higher than in Europe and North America.®

To get a sense of how big the overhead can be when sending voice over the Internet, consider
the fact that a 5.6 kbit/s compressed audio will require 18 kbit/s of bandwidth. The difference
between the 5.6 kbit/s and 18 kbit/s is the packet headers. The packet headers are all the

2. The Skinny Client Control Protocol is a proprietary terminal control protocol originally developed by Selsius
Corporation and now owned and defined by Cisco Systems, Inc. One of the most famous Skinny clients is the
Cisco 7900 series of IP phones.

3. The Signalling Initiation Protocol (SIP) is a protocol from the IETF that describes how to handle sessions with
one or more participants.

4. H.323 is an umbrella recommendation from the ITU-T that defines the protocols to provide audio-visual

communication sessions on any packet network. It is the protocol used by famous applications as Netmeeting.

TAX2 is a the Inter-Asterisk protocol used by Asterisk, an open source PBX server. It enables VoIP connections

between Asterisk servers and IAX2 clients .

6. The local loop is the physical link that connects a customer to the edge of the telecommunication service
provider.

7. Request for Comments (RFCs) is a series of numbered Internet informational documents and standards

8. 1 Mbps in East Africa costs more than 1000 USD/month while the same capacity in Sweden costs less than 10
USD/month.

wt
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information that is necessary to carry the voice packets to the recipient. IAX2 has done
excellent work in reducing that overhead by limiting the amount of extra bits per packet. It
has also taken advantage of the concept of bundling conversations that are heading to the
same destination and wrapping them up inside the same packets.

Some of the tests performed during the writing of this primer (using a dialup connection to
the Internet) have evidenced that an IP-based phone conversation using IAX2 is more feasible
than a conversation with SIP.?

2.2 Open Standards and Free and Open Source Software

We can not talk about the freedom of building our own telephone network without open
standards and free and open source software. Open standards allow everyone to implement
interoperable communication systems. With interoperability, we can build our private
telephone network and later plug it into the global network. With free software, we can learn
from existing experiences, integrate solutions and ultimately share our results with others.

One of the first questions that needs an answer is: Why should we build our own VoIP
infrastructure and not rely on free services like Skype?

The answer is simple: sustainability and flexibility. Free services might solve our immediate
problem, but do not guarantee technology ownership and hence cannot guarantee our
independence in the long run. The question is not just about which technology is better, but
rather which technology enables communities to own their development process and adapt it
to their own needs.

It is difficult to image sustainable development without knowledge transfer and technology
ownership. A solution based on open standards and free and open source software does not
only provide a good technical solution but also enables the possibility of adapting it to fit
everyone's requirements.

To understand why open standards are important, let us start by providing a simple definition
of a “standard.” A standard is a set of rules, conditions, or requirements describing materials,
products, systems, services, or practices. In telephony, technical standards have ensured that
telephone exchanges around the globe can interoperate with each other. Without standards a
telephone system of one region might not interoperate with another system a few kilometres
away. Although many of the telephony standards are publicly available, telephony has always
been under the control of a few vendors capable of negotiating contracts at regional or
national levels. This fact might explain why it is extremely common to see the same type of
telephone equipment all over a particular country. Talking about telephony equipment has
always meant discussing technology built specifically to serve a single purpose, known as
dedicated hardware and software. Although the rules (or standards) that govern telephony
have been relatively open, the rules that govern the hardware have always been kept secret.

9. A phone conversation using a voice compression algorithm like G.729 (8 Kbps) will require 30 Kbps using SIP
and 24 Kbps using IAX2. If we bundle five calls together the bit rate per call is 13 Kbps.
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Open standards was one of the conditions needed to allow anyone to build telephony
infrastructure, but what created this new ‘revolution” was the possibility of emulating those
expensive telephony systems (hardware based) with a personal computer and software. All the
required elements are now in place:

* we have access to the software and hardware to exchange phone calls
+ we have an open and public network to exchange the calls (the Internet)
* we are able to adapt and modify all these elements to meet our own needs

2.3 Asterisk

Asterisk is a free and open source implementation of a telephone exchange. The software
allows a number of attached phones to make calls to one another and to connect to the global
telephony network. The code was originally created by Mark Spencer (Digium) based on the
ideas and previous work of Jim Dixon (Zapata Telephony Project). The software and its many
new features (including bug reports) have been contributed by the open source community.
Although Asterisk can run on several platforms, GNU/Linux is the bestsupported operating
system.

To run Asterisk, you only need a personal computer (PC) but you need special hardware if
you wish to attach ordinary telephones or connect to the telephone network.

3. The recipe

This section summarizes the basic concepts behind VoIP. Understanding each of them will be
very useful when you start configuring any software related to IP telephony. Although VoIP is
a vast knowledge area, we have carefully selected a few essential concepts. This section
provides a basic but still solid understanding of what you need to know to get started and
build your first telephone system.

3.1 PBX

A PBX or a PABX is a non selfexplanatory technical acronym that stands for Private
(Automatic) Branch Exchange. In simple words, the most common use of a PBX is to share
one or several telephone lines with multiple users. A PBX sits between the telephone lines and
several phones (voice terminals). A PBX has the ability to redirect incoming calls to a given
phone, or to allow phones to choose a specific telephone line to place a phone call. In the same
way that an Internet router is responsible of redirecting data packets from a source to one or
more destinations, a PBX routes “phone calls.”

The concept of “private” in the acronym PBX means that the owner of the system manages
the unit and decides how to share the external phone lines with its users.
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A PBX does not only allow you to share a telephone line among several users but also
provides value-added services such as transferring calls, three way calling," voice mail (or voice
to eamail)," Interactive Voice Response (IVR)' services, etc.

A PBX can be very useful in several different scenarios. For example, in developing regions,
access to the telephony network often imply a visit to a calling point (private phone booth) or
a long walk to a Telecentre. A common situation is that only one telephone line is available in
an office building or in a rural area but several organizations, located in the neighbourhood,
want to be able to receive and place phone calls. A PBX permits organizations and individuals
in a rural village to connect and share a single available phone line.

3.2 PSTN

PSTN stands for public switched telephone network, “the telephone network of the telephone
networks” or most commonly known as “the telephone network.” In the same way that the
Internet is the global IP network, the PSTN is the amalgamation of all circuitswitched
telephone networks in the world. An important difference between the PSTN and the Internet
is the meaning of “flow of information”. In telephony (PSTN) a flow of information is one
complete “phone call” while in the Internet a single data packet is a flow of information by
itself. The PSTN and the Internet are conceptually very different and represent two very
different (technical and political) philosophies. If a phone call is placed over the PSTN, a
dedicated channel (circuit) of 64 Kbps needs to be reserved. If the phone call is placed over
the Internet it coexists with many other services simultaneously. Although this difference
might seem irrelevant at first sight, it has huge implications for the deployment of ICTs in
developed and developing regions. In the traditional model, a “copper cable” provides access to
the PSTN and offers one single type of service: an analogue voice channel. If the same cable is
used to reach a packetswitched network, such as the Internet, any type of IPbased service can
be provided.

The PSTN has historically been governed by technical standards created by the ITU* while
the Internet is governed by IETF" standards. Both networks, the PSTN and the Internet, use
addresses to route their flows of information. While in the PSTN, telephone numbers are used
to switch calls between telephone exchanges. IP addresses are used to switch packets between
Internet routers.

10. Three way calling is the possibility of having more than two people talking in the same conversation.

11. A voice to eanail service allows one to record a message (like in an answering machine) and forward it to an e-
mail account.

12. An Interactive Voice Response system allows the telephone caller to select an option from a voice menu by
pressing a number on the telephone keypad.

13. The ITU is the is the International Telecommunications Union, an organization responsible for standardization,
allocation of radio spectrum and and organizing interconnection arrangements between different countries to
allow international phone calls. It is part of the United Nations system with a formal membership structure.

14. The IETF is the Internet Engineering Task Force, an organization responsible for developing and promoting
Internet standards. It is an open, allvolunteer standards organization, with no formal membership or membership
requirements.
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3.3 Signalling in traditional telephony

Telephone exchanges are the “routers” of the PSTN. A Foreign Exchange Office (FXO) is any
device that, from the point of view of a telephone exchange, acts like a regular telephone. An
FXO should be able to accept ring signals, go on-hook and off-hook, and send and receive voice
signals. Imagine an FXO as a “telephone” or anything that rings (like a fax machine or a
modem).

A Foreign Exchange Station (FXS) is what is on the other side of a traditional telephone line.
A FXS delivers the dial tone and ring tone to the phones. In analogue lines, an FXS supplies
the ring tone and the power to the phones to work. To give you an idea, an FXS (telephone
line) provides around 48 Volts DC to the phone during conversation, and up to 80 Volts AC
(20 Hz) when generating a ring tone.

A PBX that integrates FXO and FXS interfaces can connect to the PSTN or host telephones.
Telephone lines coming from an operator need to be connected to an FXO interface.
Telephone(s) in your office must be connected to the FXS interface(s) of the PBX.
Two simple rules that you should remember are:

1. An FXS needs to be connected to an FXO (like a telephone line needs to be

connected to a phone) or vice versa.
2. An FXS supplies power (active) to the phone FXO (passive).

a) PSTN £ b} PSTN FX0
[ PBX

Fx0

A
<) &m FXS | ATA

FXO

Image 1: o) A phone is a FXO connected to a FXS (the PSTN) b) A PBX can host both FXO's and
FXS's. ¢) An ATA acts as a FXS when connecting a phone (FXO).

3.3.1 Analogue signalling

A set of “signals” are sent every time you use a telephone line to provide feedback and status
information to the user. Among these signals are the dial and busy tones, the ring, and the on
and offhook status. These signals are transmitted between the FXS and FXO using a
signalling protocol.

Unfortunately, there are many ways to generate these kind of signals. Each mechanism is
known as a “signalling method”. Signalling methods vary from one place to another, so you
need to know which type is used in your telephony lines. Two common access signalling
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methods are known as loop start and ground start. If you do not know which signalling
method is used between your phones and your phone lines you can start by testing with “loop
start.” A common effect of choosing the wrong signalling method is unexpected “hangs” in the
phone line.

3.3.2 Telephone Exchange Signalling

SS7 is a set of standards developed by AT&T and the ITU that among other things deal with
the establishment of calls and call routing between telephone exchanges in the PSTN. The
important thing to understand here is that in traditional phone networks the voice and the
signalling are separated. This means that there is one “circuit” for the voice (the conversation)
and another circuit to exchange additional (supervisory) information necessary for the call to
be established. This “additional” but very necessary information is exchanged using the SS7
protocol.

The fact that “signalling” and “voice” are separated means that they do not necessarily use the
same physical path for their transmissions. The “phone conversations” can travel by one cable
while the numbers of the caller and callee go by another cable. This concept is important to
understand for the next concept: signalling in IP Telephony.

3.4 Signalling in IP Telephony

Voice over IP signalling follows a philosophy similar to traditional PSTN signalling. Signals
and conversations are clearly differentiated. In this section we introduce two VoIP protocols
that we are going to integrate into our PBX: SIP and IAX2.

3.4.1 Session Initiation Protocol (SIP)

The Session Initiation Protocol (SIP) is an Internet protocol developed by IETF to provide
some of the functionality of SS7, but in IP-based communication networks over the Internet.
The SIP protocol is responsible for setting up the calls and signalling. Remember that when
we talk about signalling in the context of voice calls, we are talking about indicating a busy
line, ring tones, or that someone has answered on the other end of the line.

Three important things that SIP does are :

1. Dealing with authentication

2. Negotiating the quality® of the phone call

3. Handling the IP addresses and port numbers to use when sending the “voice
conversations”

15. A big difference between traditional telephony and IP telephony is that the quality of the phone conversation can
be negotiated.
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3.4.2 Proxy Servers

Although two SIP devices (IP phones) can communicate directly, SIP makes use of some
additional elements called proxy servers to facilitate the establishment of a phone call. With
Internet telephony you can physically move your “phone number” to any location in the world.
The “phone numbers” are not tied to a given physical location. One of the functionalities of a
SIP Proxy Server is to act as an intermediary that knows how to find a certain phone number
in the network. A SIP Proxy Server learns where users are located by a process known as

“registration”.
— -~
e T
sip_—" X TSP
SIP PROXY
SIP client SIP client

Image 2: The registering process between clients and a SIP proxy server. Signalling (SIP) and voice
(RTP) travel via different paths.

3.4.3 Real Time Protocol and NAT

In the Internet, SIP voice calls are streams of small packets that are carried by another
protocol known as RTP. The Realtime Transport Protocol (RTP) is the carrier of the actual
voice content itself. RTP defines a standardized packet format for delivering audio and video
over the Internet. As a normal conversation involves two communication parties, an IP based
conversation also involves two different and separated RTP streams.

Network Address Translators (NATs) are the big enemies of RTP. A NAT-network consists of
several computers that share one public IP address with the external world. Computers that
are inside of a NAT network use “private” addresses. NATs are very useful to easily connect
many computers to the Internet, but at the price that the computers are not fully reachable
(routable) from the outside of the network.

There are several problems related to NAT and VoIP. The most common problem caused by
NATs is known as “one way audio.” Remember that a normal conversation involves two
separated RTP streams. In the presence of a NAT, only one of the RTP streams (from the
inside to the outside) flows, while the second RTP stream (from outside to the inside) is
blocked. This results in the calling party being unable to hear the called party.

Unfortunately, private addresses are almost omnipresent in developing regions Hence,
problems related to NATs will occur frequently in VoIP implementations.
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Setting up a SIPbased VoIP in the presence of NATs is not straightforward. Some general
guidelines are included in the scenarios provided in this primer.

3.4.4 Inter-Asterisk eXchange (IAX)

The Inter-Asterisk eXchange (version 2) protocol (IAX2)' is an alternative to signalling
protocols like SIP. IAX2 was created as part of the open source PBX Asterisk. Unlike SIP that
uses two pairs of data streams (one for signalling and one for voice), TAX uses one single data
stream to communicate between the endpoints (a telephone or a telephone switch). Both
signalling and data (the voice conversation) are transmitted by the same channel (in-band) in
contrast to SIP that uses out-of-band’’” data streams (RTP) to deliver the data.

As mentioned before, NATs are quite common in developing regions, so TAX2 is a friendly
protocol for many scenarios in such environments. Furthermore, IAX2 allows multiple calls to
be merged in a single set of IP packets, as one IP packet can contain information for more
than one active call. This mechanism is known as “trunking.” With TAX2, trunking provides
bandwidth savings.

The concept of trunking can be explained with the following metaphor: Imagine that you need
to send five letters to people living in another country. You can use one envelope per letter, or
include the five letters in a single envelope and include the name of the final recipient in the
first line of each letter. Trunking operates in the same form and allows you to send multiple
letters (calls) in a single envelop (IP packet).

In summary, IAX2 is a friendly protocol for VoIP in developing regions for three reasons:
1. Minimizes the use of bandwidth per single call
2. Provides native support for NATs (easier to use behind firewalls)

3.  Minimizes the use of bandwidth for several calls (by means of trunking)

16. TAX2 is a low overhead and low bandwidth VoIP protocol designed to allow multiple Asterisk PBX's to
communicate with one another . Payload is sent with a header overhead of only 4 octets (32 bits). The more
complex header of 12 octets is used for control functions and some payload packets (one per minute approx).

17. The idea of sending signalling in-band implies that the PBX needs to separate carefully what is voice from what is
signal within the data stream. Although this requires more processing power, IAX2 has the advantage of being
firewall and NAT friendly
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3.5 VolP Hardware

3.5.1 VoIP Phones

A VOIP phone is dedicated hardware that connects to a VoIP network. VoIP phones can run
one or several VoIP protocols.*

Some interesting features that you should consider when buying a VoIP phone are:
*  Low bandwidth: support for high compression codecs (e.g. G.729, Speex)
*  Good administration interface: Web interface
+ Audio interface: An external audio output and hands{ree headset support (for
teletraining)

Several models that can do more than you will ever need and work smoothly with Asterisk are
available in the price range of 100120 USD."

3.5.2 Soft Phones

An alternative to a hardware VoIP phone is to install software in a PC. A VoIP phone that
runs in a computer is known as a “software phone” or “softphone”. The only requirement is a
working sound card and to ensure that your personal firewall is not blocking the application.”

If you want to take advantage of bandwidth savings, consider using a softphone that supports
TAX2.

3.5.3 PSTN interface cards

If you want to route calls from your VoIP terminals to the traditional telephone network
(PSTN) you need to include dedicated hardware in the PBX for that purpose. A modular
solution for Asterisk that allows you to connect analogue lines and phones is a PCI card from
Digium: TDM400P wildcard.

The card is known as a “TDM wildcard” because it provides the possibility of inserting any
combination of FXO or FXS modules into 4 ports. This means that the same PCI card can be
used to connect four incoming lines (4 FXO modules), or two incoming lines (2 FXO) and two
analogue phones (2 FXS modules), etc.

To get you started, consider buying the TDM400P with one FXO module (to connect one
phone line) and one FXS (to connect an analogue phone). If you need to expand in the
future, you can always buy extra modules.

18. As September 2006, several companies are manufacturing VoIP phones with IAX2

19. The following models have been evaluated as part of this primer: SwissVoice IP10S (150 USD), Thomson ST2030
(100 USD), Gulfstream Budgetome (75 USD), Cisco 7940 (300 USD).

20. The following softphones have been evaluated as part of this primer: IAXClient (IAX2), XLite (SIP)
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— Molex

Port 1 Port 2 Port 3 Port 4
Line in Phone Idle Idle
{FXS) {FXO)

Image 3: A j port TDM/00 wildcard. Two ports (Port 1: FXO, Port 2: FXS) are occupied while the
remaining (Port 3 and 4) are idle for future use.

3.5.4 Analogue Telephone Adaptors

An Analogue Telephone Adaptor (ATA) or a Telephone Adaptor (TA) connects a standard
analogue telephone to a VoIP network. An ATA has an RJ-11 (phone jack) and an RJ45
(Ethernet) jack. An ATA acts like an FXS adaptor, talking analogue with the phone and
digital with the VoIP network. If you want to implement a network in a developing region you
might consider using ATAs as they are normally cheaper than VoIP phones. ATAs are also
smaller and “customs{riendly” for import. One of the advantages of using ATAs is that you can
attach any type of phone to it, including a pay phone, a fax, or a cordless phone (DECT)>.

One popular ATA solution that supports IAX2 is the s101i from Digium. The ATA is also
known as TAXy?.

3.6 Codecs

A compressor/decompressor (codec) algorithm is a set of transformations used to digitize voice
into data or convert digitized voice back to an analogue signal. A codec takes an analogue
signal and converts the signal into a binary format (0Os and 1s). There are many ways to
digitize the audio sound resulting in many different type of codecs. You can assume that
higher compression leads to more distortion (poorer quality). One codec is better than another
if it provides better voice quality using similar amount of bandwidth.

21. The following ATA models have been evaluated as part of this primer: Sipura SPA-3000, GlobelTex IAD
22. The IAXy is a very small form factor ATA box with TAX2 support. It does not support high compression codecs.
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A basic digital circuit in the PSTN (your everyday phone) normally uses a codec known as
Pulse Code Modulation (PCM). PCM is a high quality codec but requires as much as 64 kbps.
Two common PCM compression standards are microdaw and alaw. These standards are also
known as G711u and G711a respectively. While microdaw is commonly used in North America,
alaw is commonly used in Europe. G711 codecs do not require much processing power and are
available in most (if not all) VoIP appliances.

In developing countries, the use of G.711 requires just too much bandwidth for a single phone
call and you need to consider the use of other type of codecs.

Good and free codecs that use low bandwidth are GSM and Speex. G.729 is another good
codec but it requires a licence for commercial usage.”

3.7 Quality of Service

Quality of Service (QoS) is the ability of a network to provide improved (better) service to
selected network traffic. One of the main challenges of implementing VoIP, especially in
developing regions, is to ensure that bandwidth for telephone calls will always be available no
matter how busy the Internet connection is. When designing a VoIP network you should try to
optimized the available bandwidth, control jitter, and minimize latency.*

3.7.1 Latency

Latency is a synonym for delay, and measures how much time it takes for a packet of data to
get from one designated point to another. To improve the quality of your VoIP conversations,
try to minimize the “delay” by giving priority to the voice traffic. Giving priority to the voice
traffic means that you allow the voice packets to jump to a better position in the queue of
packages to be transmitted.

If the communication requires the use of a satellite, a latency of “300 ms is unavoidable. In
order to minimize the delay, you need to pay special attention to your routers and switches
along the route. Conversations are still feasible if the connection requires more than one
satellite hop, but be ready to wait at least one second without talking for the other party to
answer. A rule of the thumb for minimizing latency is to place your PBX in the least
congested or saturated part of the network.

3.7.2 Jitter

In VoIP, jitter is the variation in the time between packets arriving caused by network
congestion, timing drift, or route changes. A jitter buffer can be used to handle jitter and

23. G.729 is an 8 kbps audio codec (approx. 30 Kbps using SIP per stream). The codec was developed by a
consortium of organisations: France Telecom, Mitsubishi Electric Corporation, Nippon Telegraph and Telephone
Corporation (NTT), and Université de Sherbrooke. The price for the codec is around 10 USD.

24. Special attention needs to be taken if the VoIP connections run in a wireless network such as the ones based on
IEEE 802.11b/g/a, to ensure traffic prioritization for VoIP.
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decrease its negative effects. The basic idea of a jitter buffer is to improve the quality of the
phone call by deliberately delaying the playback of the conversation, thus ensuring that the
“lazy” packets have arrived.

VoIP appliances will allow you to set a “jitter buffer.” A jitter buffer is a shared data area
where voice packets can be collected, stored, and sent to the voice processor in evenly spaced
intervals. The jitter buffer, which is located at the receiving end of the voice connection,
intentionally delays the arriving packets so that the end user experiences a clear connection
with little sound distortion.

The two kinds of jitter buffers are called static and dynamic. A static jitter buffer is hardware-
based and is configured by the manufacturer. A dynamic jitter buffer is softwarebased and can
be configured by the user. A common value for a dynamic jitter buffer is 100 ms. You can
improve the quality of the conversation (good noise) by increasing the buffer but with the
drawback of increasing the overall delay.
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PART 2 — Hands on

4. Hands on — Building your PBX

4.1 What do I need?

The first thing that you are going to need is a personal computer. Any computer
manufactured after year 2000 should be powerful enough to run Asterisk and get you started.
The computer should run any flavour of the Linux operating system.*

The cheapest and easiest option to start learning is to use “softphones.” The first exercise
should be to learn how to place a phone call between two computers using your own PBX.
The simplest testbed to get you started is two computers with sound cards on which to install
two VoIP software clients, and a third computer to install Asterisk.

In the case that you want to use VoIP hardware clients (such as VoIP phones or ATAs), or to
interface with the PSTN, you are going to need some of the hardware described in Section
3.5.%

If you plan to build a portable PBX that runs with low power, have a look at minidTX
boards. The EPTA M10000 board (known as Nehemiah) has two PCI slots where you can plug
a Digium TDM400P Card.”

4.1.1 Installation Tips

This is a list of installation tips:

If you need to install a TDM400P card
*  Be sure that your PC has an empty 2.2 PCI slot.
« If you are going to use an FXS module in the TDM400P card, you need to have a
free big molex connector®
* If you are using a small formfactor mother board as a minidTX you need a PCI
“raiser” card to be able fit the TDM400P by turning the card position 90 degrees
+ Do not connect a phone line (FXS) into an FXS port. It will break the port.

25. If you are a newcomer to Linux consider downloading or order a CD of Ubuntu. http://www.ubuntu.com

26. A good supplier of VoIP hardware with special discounts for nonprofit projects is http://www.avanzada7.com

27. A “portable PBX” will allow you to showcase the technology with the amazing advantage of being able to carry
your own Telephone Exchange as hand luggage.

28. A Molex connector is a 4pin power connector used in PCs. Yellow and red wires provide +12V and +5V
respectively, with blank wires being ground.

14



Building Voice Infrastructure in Developing Regions
4. Hands on — Building your PBX

Molex

Raiser

TDM400

AL LT T

Image 4: A portable PBX running in a mini-ITX board with a Digium TDM/,00P Card.

5. Installing Asterisk

Asterisk is a huge piece of software. Its powerful architecture and flexibility implies a
complexity that comes from the numerous options and configuration files. Asterisk allows you
to accomplish almost anything you can imagine, so the start can be quite a painful experience.
Learning to configure Asterisk reminded me about the endless nights learning other powerful
pieces of software such as Apache webserver and Sendmail ten years ago. They can do so much
that doing “very little” sometimes becomes a challenge.

The approach we are taking in this short guide is not to include a listing of all possible
commands but rather to walk through three basic scenarios where Asterisk is used. We are
intentionally keeping things as simple as possible. We are aware of that the included examples
can be solved in many different ways, so do not hesitate to experiment yourself.

5.1 Compiling Asterisk
As with much other free software, there are two methods to get Asterisk working in your

computer. The first method is to download and compile Asterisk from the its source code. The
second method is to download precompiled packages.
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If you decide to compile Asterisk from the source the following tips can facilitate your work:
+ Download Asterisk source code from http://www.asterisk.org®
» For the basic configurations, you do not need the “add ons” or “music” packages

« Asterisk source code requires other software in your system to compile. Ensure that
you have the following packages installed in your system:
+ bison (a parser generator)
+ zIlib and zlib-devel (compression library — development)
+ openssl and openssldev (libssl-dev) (SSL - development libraries)
¢+ libc6-dev (GNU C development library and headers)
+ gce and make (The C compiler and the make utility)

Compiling Asterisk is not different from other free Linux software:

To compile:
# make

To install:
# make install

To install the start up scripts:
# make config

To install default (samples) configuration files:
# make sanpl es

If you plan to use a Digium Wildcard(tm) Interface with Asterisk, you will need to compile
and install the zaptel kernel module device driver for your card.

*  Download the Zaptel source code from http://www.asterisk.org . Unfortunately, the
Zaptel driver module is not part of the Linux kernel, so you will need to build the
modules yourself.

+  Ensure that you have the kernel headers package installed in your system®

5.2 Fetching Asterisk Packages

It is also possible to get Asterisk pre<compiled. Precompiled software comes in the form of a
“package.” Common formats for Linux packages (depend on your distribution) are rpm, deb or
tgz. If you are using a Debian based distribution, download and install (using aptget install)
the following packages:

29. As September 2006, Asterisk latest release is 1.2.12. Latest driver version for the family of Zapata cards is 1.2.9
30. You can check the kernel version of your system using the command # uname <. For example for a minidTX
(x386) system running Ubuntu Dapper, install the following headers linux-headers-2.6.1525-386
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Package Description

Asterisk<lassic (mandatory) Open Source Private Branch Exchange (PBX) - original
Digium version

Asteriskconfig (suggested) config files for Asterisk

Asterisk-dev (optional) development files for Asterisk

Asterisk-doc (suggested) documentation for Asterisk

Asterisksounds-extra (optional)  Additional sound files for the Asterisk PBX
Asterisksoundsmain (optional)  Sound files for Asterisk

As today, no pre<compiled version of the zaptel kernel modules yet exists. You do not have any
option other than following the same method described in the previous section. Download the
zaptel kernel driver source code and compile it. Before compiling the zaptel drivers you must
install the kernel headers for your kernel version.

Package Description

zaptel (mandatory) Zaptel Utilities

zaptelsource (mandatory) Zaptel kernel driver source code
linux-headers2.6.1525-386 (distro Linux Kernel Headers for Ubuntu Dapper x386 Kernel
dependent)

5.3 Basic Asterisk Commands

Asterisk has two builtin components: a server that normally runs as a background process, and
a client (CLI) that can monitor the server. Both server and client are invoked using the same
command “Asterisk” but appending different flags (options).

Once you have successfully installed Asterisk, you should know some of the basic commands:

Start/Stop Asterisk from a run level

To run Asterisk (forks to background)
#/etc/init.d/asterisk (start]|stop)

Start Asterisk from the command line
Alternatively, run Asterisk from the command line (as a daemon)
# asterisk

Run the Asterisk server with “verbose” information (vvv) and open a client “console” (<) (the

client console or CLI allows you to monitor what is going on in the Asterisk server)
# asterisk -vvvc

If the server is already running, open a client “terminal” and connect to the server to monitor

its status (1).
# asterisk -r
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CLI basic commands

Reloads the configuration files
#CLI >r el oad

Turn on debug information for SIP or TAX2
#CLI > | AX2 debug
#CLI > SI P debug

Turn off debug information for SIP or IAX2
#CLI > | AX2 no debug
#CLI > SI P no debug

Show the status information of users, peers and channels for SIP or TAX2

#CLI > sip show users
#CLI > sip show peers
#CL| > sip show channel s
#CLI > i ax2 show peers
#CLI > i ax2 show users
#CLI > i ax2 show channel s

5.4 Configuration Files

The number of configuration files that you need to edit in order to run Asterisk depends on
the types of VoIP technologies that you want to use simultaneously in your actual installation.
The basic logic behind the configuration of Asterisk can be summarized in two steps:

Step 1: Define and Configure Communication Channels

First, you need to define and configure the communication channels that you want to use. A
simple way to picture a communication channel is a “phone wire.” The channels are the
“logical wires” to your PBX. As the Internet allows you to have several and simultaneous voice
sessions running using the same wire, you need to define each of those channels operating
inside the tangible Internet wire.

Remember that Asterisk allows you to interconnect devices running different VoIP protocols.
This means that you can interconnect several types of IP (VoIP phones, ATA, Softphones)
and nondP based telephony devices. The configuration files that you need to prepare depend
on the type of VoIP technology to be used. Do not forget to install the samples files that can
serve as a guideline.

Step 2: Define Rules for Extensions (Create a dialplan)

Secondly, you need to describe the rules of how those channels will interact with each other.
The voice calls come to or leave your PBX via the previously defined channels, but those
channels can interact with each other in many different ways. For example, you might prefer
that an incoming call from the PSTN be forwarded automatically to a VoIP phone or, you
might want to interconnect two IP phones in a wireless network twenty kilometres apart. All
that kind of “intelligence” between the channels is done in a configuration file known as the
extensions file. The extensions file contains all the rules known as a dial plan.
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To get a better picture of these VoIP concepts, think of the old telephony times when a person
(the operator) was responsible for connecting telephone wires manually. In order to place a
call between two telephone lines (the communication channels) it was necessary first to
contact the operator (the PBX) and then indicate who we wanted to call (extensions file). The
channel configuration files describes the type of telephone lines in use, and the extension
configuration files replace the functionality of the phone operator.

We will use these five basic configuration files in three different scenarios:

Configuration file Description

/etc/asterisk /extensions.conf Lays out the dialplan and brings channels together

(always mandatory)

/etc/asterisk/sip.conf Used to configure SIP based channels (SIP VoIP
phones and SIP providers)

/etc/asterisk /iax.conf Used to configure IAX2 based channels

/etc/asterisk /zapata.conf Used to configure the hardware that interfaces with
the PSTN. Used by Asterisk at startup

/etc/zaptel.conf Low level configuration of zaptel interface card. Used
by Zaptel Configurator tool ztcfg before starting
Asterisk

5.5 Peers, Users and Friends

One of the more confusing concepts for a beginner using Asterisk (or at least it was for me for
a long while) is that of peers and users in the iaz.conf and sip.conf configuration files.

The terms peer, user and friend are used to classify incoming and outgoing calls. While a
“user” is a connection that authenticates to us (i.e. an “incoming call”), a “peer” is an outgoing
connection. “Users” call us and we call “peers.”” A “friend” is a connection that can be either
incoming or outgoing.

When we get an incoming call from a “user” or a “friend” we need the define what to do with
it. The term “context” is wused to define which rule, or group of rules from the dialplan
(extensions.conf) should be applied for that concrete call. A “context” associated to an
incoming call is the entry point of that call in the dialplan.

The extensions.conf file contains all the numbers that can be accessed from the PBX
separated in different sections (contexts). Every user (incoming calls) defined in each of the
communication channels is associated with a certain section of the dialplan (eztensions.conf).

31. You should keep in mind one exception to this simplistic definition. When acting as a “proxy,” an incoming
connection coming from one of our peers will be handled in the peer section (instead of a user section). That is,
a peer acting as a proxy cannot authenticate on behalf of other users and the only information available for
authentication is the peer IP address. In summary, an outgoing connection is always a “peer,” an incoming
connection can be a “user,” or a “peer” when acting as a proxy.
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PART 3 — Scenarios

6. SCENARIO A

- Private telephony network in a rural community

6.1 Background

In our first scenario, we want to place a PBX in a rural Telecentre and provide IP telephony
to four organizations in the neighbourhood. After completing the installation, each
organization will be able to place free® phone calls to both the Telecentre and to each other.
The table below summarizes the information of the four organizations and the different
technologies that can be used to connect them to our PBX. To make the case as illustrative as
possible, we have chosen several different mechanisms to interconnect the organizations. In a
real roll out, you should consider reducing the amount of different appliances to facilitate
support and maintenance.

Organization Technology Extension
Community Library VoIP phone using SIP protocol 462
Regional Hospital ATA using SIP protocol 463
Primary School ATA using IAX2 protocol 464
Farmers' Association | Two Software Phones using SIP and IAX2 465, 466

6.2 Configuring the VoIP clients

Before describing how to configure the PBX, let us start by setting up each of the VoIP
clients.

6.2.1 Community Library

The first client is placed in a public library that is 1 km from the Telecentre. The VoIP SIP
phone is directly connected to our PBX by means of a dedicated wireless link (a point+topoint
bridged connection). The IP address of the VoIP phone (192.168.46.2) is in the same network
as our PBX (192.168.46.1) so we do not need to worry about any NAT related problem.

32. Once the infrastructure is in place, the tariffs for internal phone calls could cover the maintenance costs. A
community model can be explored where internal calls are free.
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When configuring any kind of VoIP phone, start by reading the user guide to find out how to
log into the web interface.”> When you are logged in, try to locate the following basic
parameters in the web administration interface.

Parameter Setting

IP address of the VoIP phone 192.168.46.2

IP address of the SIP Proxy (our PBX) 192.168.46.1

Registration YES

User name,/Auth name 462

Caller ID 462

Authentication password 462pass

Codec G.711 (udaw)
Telecentre

|IEEE 802.11b/g

PBX

192.168.46.1 192.168.46.2
VolIP phaone

Image 5: The Library is connected to the PBX via a pointto-point wireless bridge. A VoIP terminal is
used in the library to place and receive phone calls.

6.2.2 Hospital

The second client of our internal telephony network is an ATA box placed in the local
hospital. The local hospital is across the street from the Telecentre and is connected by means
of a 100 meter Cat5 Ethernet cable. Configuring an ATA is not very different from configuring
a VoIP phone. Following the same steps as in the previous example, we will use the web
administration interface to configure the ATA with the following data:

Parameter Setting

IP address of the ATA 192.168.46.3
IP address of the SIP Proxy (our PBX) 192.168.46.1
Registration YES

User name/Auth name 463

Caller ID 463
Authentication password 463pass
Codec G.711 (udaw)

33. There are three main mechanisms to log into a web interface of a VoIP phone. Keypad Method: set the IP
address of the phone using the telephone key pad. DHCP Method: plug the phone into a network with DHCP
and monitor the leased IP address. Factory IP method: find out what the default IP address (factory) is set to.
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Instead of using a traditional fixed phone, we decide to connect a cordless DECT phone base
station® to the RJ-11 port of the ATA box. The result is that we can have a cordless phone in
any part of the hospital. The ATA box bridges the cordless phone with the VoIP network.

192.168.46.1

Telecentre PBX

Ethernet

Hospital

U/
@

192.168.46.3 DECT phone

Image 6: The Hospital is connected via a 100 meter Cat5 Ethernet to the Telecentre. A DECT phone is
connected to a ATA (running SIP) that has registered with the PBX of the Telecentre.

6.2.3 Primary School

The third client in our network, the Primary school, is in a building adjacent to the
Telecentre and can therefore also be connected by a twisted pair cable.

Another ATA box, this time running IAX2 instead of SIP, is placed in the primary school. We
are using a simple ATA box (FXS interface) known as s101i or IAXy. To the ATA box, we
connect any kind of analogue phone that we can find.

The IAXy does not provide a web configuration interface. The easiest way to configure the
TAXy is to use Asterisk itself. The first time that you connect the ATA, it will grab an IP
address via DHCP, check the logs of your DHCP server and write down the assigned IP
address. The next step is to edit the file /etc/asterisk/iaxprov.conf and add a section that
looks like this:

[iaxy_school ]

ip: 192.168.46.4

net mask: 255.255.255.0
gateway: 192.168.46.1
codec: ul aw

server: 192.168.46.1.2

user: 464
pass: 464pass
register

34. DECT, or Digital Enhanced (formerly European) Cordless Telecommunications, is a standard for digital portable
phones operating in 1.9 Ghz.
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Assume that your local DHCP server assigns the IP address 192.168.46.100 to the ITAXy.
Then, from the Asterisk console run the following command:

#asteri sk -r <ENTER>
#CLI > i ax2 provision 192.164. 46. 100 i axy_school

An alternative to use Asterisk to provision the IAXy is available for Windows users.*

Primary School Telecentre

Ethernet

PBX

192.168.46.1

192,168.46.4 Analogue phone

Image 7: The Primary school is connected to the Telecentre using a twisted pair cable (Ethernet). An
ATA box running IAX2 is used to connect an analogue phone to the telephony system.

6.2.4 Farmers' Association

The fourth client in the network is the Farmers' Association, which is located 20 km from the
Central Office (PBX). They have two computers already connected to the Telecentre by
means of a wireless NAT. The wireless NAT has the IP address 192.168.46.5 and also serves an
internal network (10.10.46.0/24).

The most challenging configuration is going to be the SIP softphone. To ensure that
bidirectional audio works properly with SIP we need to do the following:

In the softphone:
*  Enable registration.
+  Enable keep-alive packets.®
«  Enable the possibility of receiving audio by the same port that we send audio.

In the PBX:
e Inform Asterisk that the softphone is inside of a NAT.

A good softphone running SIP that works well inside of a NAT is XLite from Xten.”

35. The Windows client to provision IAXy is available at http://dacosta.dynip.com/asterisk
36. Keep-alive packets are “empty” packages that ensure that the NAT is open for receiving calls.
37. A free version can be downloaded from http://www.xten.com/index.php?menu=download
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TAX2 softphones inside of a NAT should not present major problems. Ensure that the TAX2
UDP port 4569 is not blocked. A good softphone running TAX2 is iaxcomm.*

From the conceptual point of view, the configuration of the softphone is not much different
from any other VoIP client. Use the user/password 465/465pass and 466/466pass in each of
the softphones. Ensure that the G711 (udaw) codec is enable and that the IP address of our
PBX is set to: 192.168.46.1

|IEEE 802.11k/fg

Telecentre PBX

152.168.46.1

Image 8: The Farmers' Association is connected to the Telecentre using a wireless NAT. A softphone is
installed in each of the two computers. The first client is using SIP while the second uses IAX2.

6.3 Configuring Asterisk
Step 1: Define and Configure Communication Channels
In this first scenario we have two types of communication channels: SIP and TAX2, which
implies that we need to edit the files sip.conf and iazx.conf.

Note that comments in Asterisk configuration files start with a semi-colon.

In sip.conf, the following data should be added:

[462]

type=friend ; We can call and receive calls
secret =462pass

context=internal _calls ; All “incoming calls” are associ at ed

; to the context internal _calls
host =192. 168. 46. 2
cal l erid=Library

di sal | ow=al | ; First we disallow all codecs

al | ow=ul aw ; Then we list all the codecs we accept
[463]

type=friend

secret =463pass

38. IaxComm can be downladed from http://iaxclient.sourceforge.net
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context=internal _calls
host =192. 168. 46. 3

cal | eri d=Hospi t al

di sal | ow=al |

al | ow=ul aw

[ 465]
type=friend
secr et =465pass
context=internal _calls
host =dynami c ; We do not know the | P address in advance
W expect to learn the |IP when the user
registers
cal |l eri d=Farmersi
di sal | ow=al
al | ow=ul aw
; NAT specific options follows:

nat =yes ; Voice data is sent to I P, port of the NAT
qual i fy=yes ; We send dummy traffic to keep the NAT open

In dazx.conf , the following data should be added:

[464]

type=friend

secr et =464pass
context=internal _calls
host =192. 168. 46. 4

cal | eri d=School

di sal | ow=al |

al | ow=ul aw

[ 466]

type=friend

secr et =466pass

context=internal calls

host =dynami c ; To learn the visible I P and port
; of the 1AX2 client

cal | eri d=Farmers2

di sal | ow=al |

al | ow=ul aw

Step 2: Define Rules for Extensions (Create dialplan)

In the first scenario, we have placed all users are in the same context [internal calls].
Therefore, only one single context needs to be defined in the dialplan in exztensions.conf (see
below).

[internal _calls]

exten => 462, 1, Di al (S| P/ 462)
exten => 463, 1, Di al (S| P/ 463)
exten => 465, 1, Di al (Sl P/ 465)
exten => 464, 1, Di al (1 AX2/ 464)
exten => 466, 1, Di al (| AX2/ 466)

exten => t, 1, Hangup() ; Speci al extension (Timeout)
exten => i, 1, Hangup() ; Special extension (lnvalid)
exten => s, 1, Hangup() ; Special extension (No routing infornation)
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The syntax of the extensions.conf file is intuitive.

e The brackets [ cont ext _nane] indicates where the context starts and the name of the
context as it is defined in the sip.conf and iax.conf.

*  Each line within a context is an extension with the following format:
exten => nunber, priority,application-action

In this simple configuration file we are saying that each of the extension numbers 462466 is

reachable by executing the command Dial and creating a SIP or IAX2 channel to the peers
with the same username.
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7. SCENARIO B
- Reaching the PSTN

Our second case study is an extension of our initial internal VoIP network. In this second
scenario we want to allow each VoIP client to reach the PSTN. In order to do so we need a
special hardware that connects the PBX to the PSTN.

In this example, we are using the TDM400P PCI card from Digium with one FXO port.
Remember that the TDM400P card is a versatile card that allows a maximum of four
FXS/FXO modules and that one FXO module allows the PBX to connect to one analogue
telephone line.

7.1 Adding support for the TDM400P card

Four basic steps are needed to get the TDM wildcard up and running.

Step 1: Insert the PCI card

The first step is to plug the halfdength PCI card in a free slot and connect the big molex (12/5
volt) connector to the computer power supply. The TDM card gets power by means of a
female molex connector (it is the same 4pin connector that comes in a standard IDE hard
drive). If you do not have a free male molex connector, you need to purchase a power splitter.

Step 2: Install the hardware drivers

The second step is to ensure that the hardware drivers have been properly compiled and
loaded. By running #lsmod you should see that the wctdm driver is loaded. You should
also see that the wetdm driver depends on the zaptel driver that depends on the crc_ccitt
module.

# | smod
zapt el 191748 7 wetdm
crc_ccitt 2304 3 hisax, zaptel,irda

Step 3: Configuring the TDM400P Card with ztcfg

The third step is to configure the hardware. The wctdm drivers are general purpose software
for all versions of the TDM400P card (remember that the PCI board can host up to 4
FXS/FXO ports). We start by indicating that we have placed an FXO module in the first
port of the PCI card.

The simplest /etc/zaptel.conf configuration file for this case is:

fxsls=1
| oadzone=us
def aul t zone=us

27



Building Voice Infrastructure in Developing Regions
7. SCENARIO B - Reaching the PSTN

The first line (fxs1s=1) means that we are using FXS signalling of type Loopstart in Port 1 of
the TDM400P. Remember that the FXO module needs to be signalled with an FXS module.

The second and third parameters of the zaptel configuration file indicates the type of tone
used in this region.*

The zaptel configuration utility /sbin/ztcfg that is installed as part of the Asterisk source code
distribution (or the package zaptel) reads the /etc/zaptel.conf configuration file.

A typical output appears as follows:

# ztcfg -vv
Zaptel Configuration

Channel map:
Channel 01: FXS Loopstart (Default) (Slaves: 01)
1 channel s confi gured.

Step 4: Configuring Asterisk to use the Zapata Hardware
The forth and final step is to configure Asterisk to use the hardware. This is done in the
/ete/asterisk/zapata. conf file:

[ channel s]
usecal | eri d=yes

hi decal | eri d=no

cal I wai ti ng=no

t hreewaycal | i ng=yes
transfer=yes
echocancel =yes
echot rai ni ng=yes

cont ext =i ncom ng_pstn
signal ling=fxs_|ls
channel =>1

The last three lines of the configuration file are the most important for a default configuration.
The line cont ext =i ncom ng_pst n indicates that all incoming calls are associated with that
context. The next two lines set the signalling (£xs_1s) for this zapata channel (channel =>
1).

Once we have configured this new type of channel (zapata channel), we are almost ready to
receive and place phone calls to and from the PSTN.

7.1.1 Handling PSTN incoming calls

The desirable behaviour for incoming PSTN calls is the following: once an incoming phone
call arrives by the analogue telephone line, we want an interactive voice response (IVR)
system to ask the caller for an extension. As we have several internal VoIP clients in our
internal telephony network, we want to make them available to anyone who calls to the PBX's

39. A list of tone specifications is available at: http://www.itu.int/ITU-T /inr/forms/files/tones0203.pdf
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analogue line. This intelligence is implemented in the extensions.conf file by adding a section
[i ncom ng_pstn] as follows:

[incom ng_pstn]

exten => s, 1, Answer () ; We answer the call

exten => s, 2, Di gi t Ti neout (10) ; Setting Tineout values in seconds
exten => s, 3, ResponseTi nmeout ( 20)

exten => s, 4, Background(vm extensi on) ; Voice asking for an extension
exten => i, 1, GCoto(incomng_pstn,s,1) ; Ask again if invalid extension
exten => t, 1, Hangup() ; Hang up if timeout

include => internal _calls ; Makes internal _calls extensions avail able

Note: The final and complete version of the extensions.conf file is available in Section 7.3 of
this document.

7.1.2 Making the PSTN available from the dialplan

In order to make the PSTN phone line available to all our VoIP clients, we first need to add a
new context to our extensions.conf file.

[ out goi ng_cal | s]
exten => _0.,1, Dial (Zap/ 1/ ${ EXTEN: 1})
exten => t, 1, Hangup()

This means that that to reach the PSTN line you need to start by including the number “0.”
The command Dial() will bridge the phone call with the Zap channel number 1. The
${ EXTEN: 1} part of the command means that the first number (in this case, the 0) will be
removed when dialling out.

Adding a new context to the dialplan is not enough. We also need to make it available to our
VoIP clients. The easiest way to do this is to add the following line at the end of the
[internal_calls] section:

include => outgoing calls

7.2 Attaching an analogue phone to the PBX

In the first scenario we configured five VoIP clients in four locations, leaving the Telecentre
without a phone. An easy way to provide the Telecentre with a phone connection is too add a
second (FXS) module to the existing TDM400P card. Adding an FXS module to the second
port of the TDM card permits the connection of any analogue phone to the PBX.

The process is simple; after powering off the PBX, we plug an FXS module into the second
port of the TDM card. After powering on the system again, we add one more line to the
/ete/zaptel.conf configuration file.

fxsls=1

f xol s=2

| oadzone=us
def aul t zone=us
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To ensure that the new port has been detected and configured we run the zaptel configuration
tool with the following result:

#ztcfg -vv
Zaptel Configuration

Channel map

Channel 01: FXS Loopstart (Default) (Slaves: 01)
Channel 02: FXO Loopstart (Default) (Slaves: 02)

2 channel s configured

We also need to add a new section to the /etc/asterisk/zapata.conf where we associate the
calls coming from the analogue phone (port 2 of the TDM card) to the context [internal calls]

[ channel s]
usecal | eri d=yes

hi decal | eri d=no

cal | wai ti ng=no

t hreewaycal | i ng=yes
transfer=yes
echocancel =yes
echot r ai ni ng=yes

cont ext =i ncom ng_pstn
signal ling=fxs_|ls
channel =>1

context=internal _calls
signal ling=fxo_ls
channel => 2

Telecentre
PSTN Fx0
PBX
FXS FXS|

FXO

Image 9. The Telecentre uses a TDM400P wildcard to: (1) connect the PBX to the PSTN (FXO
module) and (2) route calls to an analogue phone (FXS module).
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7.3 Updating the Dialplan

A new dialplan is needed to:

1. Allow incoming and outgoing calls via the zapata channel 1 (the PSTN)
2. Interconnect the analogue phone connected to the zapata channel 2 so it can place
and receive calls

The extensions.conf file for the second scenario looks as following;:

[incom ng_pstn]
exten => s, 1, Answer ()

exten => s, 2, Di gitTi neout (10)

exten => s, 3, ResponseTi neout ( 20)
exten => s, 4, Backgr ound(vm ext ensi on)
exten => i,1, Goto(incom ng_pstn,s, 1)
exten => t, 1, Hangup()

include => internal _calls

[internal _calls]

exten => 461, 1, D al (Zap/ 2) ; Extension 461 calls via Zap channel 2
exten => 462, 1, Di al (S| P/ 462)

exten => 463, 1, Di al (SI P/ 463)

exten => 465, 1, Di al ( SI P/ 465)

exten => 464, 1, Di al (1 AX2/ 464)

exten => 466, 1, Di al (| AX2/ 466)

exten => t, 1, Hangup()

exten => s, 1, Hangup()

exten => i, 1, Hangup()

include => outgoing_calls ; PSTN available to the VolP clients

[ out goi ng_cal | s]
exten => _0.,1, Dial (Zap/ 1/ ${ EXTEN: 1}) ; Renpbve 0 before dial out
exten => t, 1, Hangup()
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8. SCENARIO C
- Interconnecting communities using VolP

In our third scenario, we would like to link our Telecentre to a Training Centre in another
country using an existing Internet VSAT satellite link. Once the connection is set up, we can
use it to place international phone conferences not only to the country of the Training Centre
but to other destinations.

Telecentre Training Centre

192.168.46.1

Support desk

Image 10: The Telecentre and the Training Centre are equipped with one PBX each. The PBX's are
Interconnected via a VSAT satellite link.

8.1 Typical satellite connection issues

The Internet connection at the Telecentre has a very limited bandwidth (128/64 Kbps) so our
solution needs to optimize the bandwidth usage. In the next example we propose to link two
PBX's using Asterisk and IAX2. To ensure good bandwidth usage we propose to use a high
compression codec such as G.729 or Speex. Finally, we will enable call trunking to ensure that
simultaneous phone calls can be bundled together to reduce the headers' overhead.

A typical scenario in a VSAT Internet connection is that the satellite border router is
connected to the Internet with very few public IP addresses. If we do not have any spare
public IP address for our Asterisk box we need to ensure that the TAX2 communication port
4569 is correctly mapped to the internal PBX. The mechanism to create a port mapping
depends on the type of product installed as the border router.
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+ If you have a Cisco router running NAT you will need to issue something like:

#ip nat inside source static udp 192.168.46.1 4569 interface fastEthernet 0/0
4569

« If your border router is running Linux, you need to forward all connections to port
4569 to the internal machine (192.168.46.1) using iptables

#/ sbin/iptables -t nat -A PREROUTING -p udp --dport 4569 -i ethO -j DNAT --to-
destination 192.168.46.1: 4569

The important thing to remember is that the PBX's need to be reachable from the public
Internet by UDP port 4569.%

8.2 Interconnecting of two Asterisk servers

8.2.1 Telecentre

The iax.conf configuration file in the Telecentre looks like the following:

[ general ]
bi ndaddr = 0.0.0.0
tos = | owdel ay

disallow = all
all ow = ul aw
all ow = g729 ; W& add the G 729 codec

regi ster => server2:server2pass@rai ni ng_voi p.org
; server2:server2pass is the user
; and password used for registration

This is the user account for the other server to register with us
[ server1]
type=friend
user=serverl
secret =server 1pass
host =dynam ¢ ; The I P address is | earnt when the

; user registers

cont ext =i ncom ng_training_centre_calls

aut h=md5 ; Add security to the authentication
di sal | ow=al |

al | ow=g729

trunk=yes ; W enabl e trunking

To reach the Training Centre via the Internet we add a new context to the extensions.conf.
When a call starts with 99, it is forwarded to serverl that is in the country of the Training
Centre via the Internet.

40. Port 4569 is the default communication port for TAX2.
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[outgoing_training_centre_call s]
exten => _99.,1, Dial (| AX2/server2: server2pass@er ver 1/ ${ EXTEN: 2})
exten => _99., 2, Congesti on ; By failure, a Congestion sound is returned

Next we need to decide what do with the calls coming from the Training Centre.

[incom ng_training_centre_calls]
exten => s, 1, Dial (Zap/ 2) ; Calls from the Training Centre ring
the Tel ecentre Phone

8.2.2 Training Centre
The iax.conf configuration file in the Training Centre looks like this:

[ general ]

bi ndaddr = 0.0.0.0
tos = | owdel ay
disallow = all

all ow = ul aw

al l ow = g729

; W& add the G 729 codec
; If you do not have a licence use Speex

regi ster => serverl:serverlpass@ural.tel ecentres.org
; serverl is the user for registration
[ server2]
type=friend
user =server2
secr et =server 2pass
host =dynami c ; The I P address is |earnt when the user registers

cont ext =i ncom ng_tel ecentres_calls
aut h=nmd5

di sal | ow=al |

al | on=g729

trunk=yes

; Add security to the authentication

Then we add a new context to extensions.conf so that when a call starts with 88, it is
forwarded to the Telecentre (peer [server2]) in iax.conf.

[outgoing_tel ecentres_call s]
exten => _88.,1, Dial (1 AX2/ server 1: server lpass@erver 2/ ${ EXTEN: 2})
exten => _88.,2, Congestion

In the Training Centre we decide that all calls coming from any Telecentre are forwarded using
SIP to the support desk.

[incom ng_tel ecentres_call s]
exten => X ,1,Dial (SIP/support-desk) ; Calls fromany Tel ecentre
are forwarded to Support Desk#t

41. The Dial() to the SIP support-desk needs to configured in the sip.conf of the Training Center.
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8.2.3 The register command

When the IP address of the peer is unknown, we have no way to place a call. Imagine the
situation when one of the PBX's has a static IP address but the PBX at the other end does
not. To compensate for this, the PBX that has a dynamic address needs to actively register
with the other unit. In our previous example we are using two register commands, although in
the strict sense the register command is only needed when one of the PBX's has a dynamic IP
address. When the IP address of the other peer is known we can replace the host=dynamic
statement in the configuration file with host=<ip_address or domain>

9. Learning more

*  One of the best books about Asterisk is: Asterisk, The Future of Telephony, Jim Van
Meggelen, Jared Smith, Leif Madsen. O'Really 2005. Under Creative Commons.
http://www.oreilly.com /catalog/asterisk /

Free download: http://www.asteriskdocs.org/modules/tinycontent/index.php?id=11

e To keep an eye of what is going on in emerging telephony.
http://www.oreillynet.com/etel/

*  The VoIP info website is a huge wiki with lots of tips and tricks. Finding what you
exactly need can require some dedicated browsing though.
http://www.voipinfo.org/wiki-Asterisk+tips+and-+tricks

10. Conclusion

This primer is an attempt to introduce some of the essentials of IP telephony. By giving a few
concrete scenarios, we hope to have created awareness about the endless opportunities that
VoIP brings in developing regions. VoIP in conjunction with low cost wireless technologies can
bring voice and data services to digitally excluded areas, while promoting the creation of
community operated and managed telephone networks.

The samples files that we included are intended to serve as a guideline to get your first
telephony system up and running. No document can replace anyone else's experience, so be
patient. Your perseverance is key for (your) success. You are not alone — you can always ask
for help in many online forums and share your unique experience with others. Welcome to a
booming community of VoIP enthusiasts!

We want to hear (from) you. VoIP us!


http://www.voip-info.org/wiki-Asterisk+tips+and+tricks
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